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1. INTRODUCTION

1.1. Overview

Netwrix Change Notifier for File Servers tracks all changes to the monitored Windows-
based CIFS file shares and emails daily Change Summaries listing all changes that
occurred in the last 24 hours.

1.2. Supported Environments

Netwrix Change Notifier for File Servers supports auditing of Windows-based file
servers running Windows 2000 and above.

1.3. Licensing

Netwrix Change Notifier for File Servers is a freeware product with an unlimited
license.

1.4. How It Works

The product data collection and reporting workflow is as follows:

1. An administrator sets the parameters for automated data collection and
specifies which file shares to monitor.

2. Adedicated scheduled task which is launched daily collects audit data and
emails Change Summaries to the specified recipients. You can also use the
Change Viewer tool to generate and view on-demand summaries.

The product reports the following types of events:
e Successful modifications

e Successful reads

Page 4 of 14

Copyright © 2014 Netwrix Corporation. All Rights Reserved
Suggestions or comments about this document? www.Netwrix.com/feedback



http://www.netwrix.com/feedback

Netwrix Change Notifier for File Servers Quick-Start Guide

2. INSTALL NETWRIX CHANGE NOTIFIER FOR FILE
SERVERS

2.1. Deployment Options

Netwrix Change Notifier for File Servers can be installed on any computer in the
domain where the monitored file servers are located.

If you want to monitor file servers located in different domains, the monitored servers
must have accounts with the same name and password as the account under which the
product is run. Both accounts must have the local administrator permissions.

2.2. Hardware Requirements

Before installing Netwrix Change Notifier File Servers, make sure that your hardware
meets the following requirements:

Table 1: Netwrix Change Notifier Hardware Requirements

Hardware Component Minimum Recommended
Processor Intel or AMD 32 bit, 2GHz Intel Core 2 Duo 2x 64 bit,
3GHz
Memory* 512 MB RAM 4 GB RAM
Disk space e 50MB physical disk Two physical drives with a
space for product total of 20GB free space
installation.

e Additional space is
required for the Audit
Archive and depends on
the average number of
changes per day.

* These are rough estimations. The actual required memory size depends on the
average number of changes per day in the monitored environment.

2.3. Software Requirements

This section lists the minimum software requirements for Netwrix Change Notifier for
File Servers. Make sure that this software has been installed before proceeding with
the installation.

Table 2: Netwrix Change Notifier Software Requirements

Component Requirement
Operating System e Windows 7 and above
Additional software e .NET Framework 3.5

e Windows Installer 3.1 or above

2.4, Installing Netwrix Change Notifier for File Servers

To install Netwrix Change Notifier File Servers, download and run the
Netwrix_Change_Notifier_for_File_Servers.msi file. Follow the instructions of the
installation wizard. When prompted, accept the license agreement and specify the
installation folder.
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3. CONFIGURE RIGHTS AND PERMISSIONS

The account under which Netwrix Change Notifier for File Servers collects data from
the monitored servers must have the following rights and permissions:

Procedure 1.

e The account must be a member of the Local Administrators group on the
computer where the product is installed

e The Log on as a batch job policy must be defined for this account (see
Procedure 1 To define the Log on as a batch job policy)

e The account must be assigned the Manage auditing and security log right (see
Procedure 2 To assign the “Manage auditing and security log” right)

e The account must have the read access to the monitored shares.

To define the Log on as a batch job policy

Open the Group Policy Management console on any domain controller in the
monitored domain: navigate to Start > Administrative Tools > Group Policy

In the left pane, navigate to Forest: <domain_name> -> Domains ->
<domain_name>, right-click Default Domain Policy and select Edit from the

1.

Management.
2.

pop-up menu.
3.

In the Group Policy Management Editor dialog, expand the Computer
Configuration node on the left and navigate to Policies & Windows Settings
- Security Settings - Local Policies - User Rights Assignment and locate
the Log on as a batch job policy:

Figure 1: Group Policy Management Editor
B Group Policy Management Editor H=]
File  Action  Wiew Help
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_: Default Domain Policy [ROOTOC L, CORP,LOCAL] Policy | | Palicy =~ I Policy Setting :I
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=L quicies Deny log on as a service Mot Defined
| Software Settings Deny log on locally Mat: Defined
=[] Windaws Settlngs. i Deny log on through Remate Desktop Services Mot Defined
- ;Iam: RESiDILLt'DnSiDhthV Enable computer and user accounts to be trusked For delegation Mot Defined
5 =] SEFID i( Satrt.up,l' o) Force shutdown Fram a remate system Mok Defined
B :E_,CLII’I ¥ e |ngls. zenerate security audits Mot Defined
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= - Impersonate a client after authentication Mot Defined
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| Ewent Log Lock pages in memary Mot Defined
._'3‘ Restricted Groups Lu:u;] on as a batch job Mot Defined
3 Syskem Services Log on as a service Mat Defined
7 Registry Manage auditing and security log Mot Defined
3 File System Modify an object label Mot Defined
£g) Wired Network (IEEE 502.3) Policies Modify Firmware environmant values Mat Defined
| Windows Firewall with Advanced Secy Perform volume maintenance tasks Mok Defined
_j Metwark List Manager Policies Profile single process Mat: Defined
g erelless Netmllolrk {1EEE 802.11) Folici Profile system performance Mot Defined
- Public Key Policies e Remove computer from docking station Mot Defined
| Software Restriction Policies )
. . Replace a process level boken Mot Defined
| Mebwork Access Protection . . . )
. o o Restore files and directaries Mot Defined
| Application Control Policies chut d th ' Nt Defned
g IP Security Policies on Active Director M th e.,ss-'s =M . o Le fne =
" Advanced Audit Palicy Configuration Synchronize directory service data Mot Defined -
— - . Take ruwnershin of Fles or nbher nhiecks Nk Mefined
udl | _>l_I ul | _>l_I
4. Double-click this policy, select Define these policy settings and click Add User

or Group. Specify the account that you want to define this policy for.
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Navigate to Start 2 Run and type cmd. Input the gpupdate /force command
and click Enter to update the group policy.

Procedure 2. To assign the “Manage auditing and security log” right

1.

Open the Group Policy Management console on any domain controller in the
domain where the monitored servers are located: navigate to Start > Group
Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains >
<domain_name> - Domain Controllers. Right-click the effective domain
controllers policy (by default, it is the Default Domain Controllers Policy)
node and select Edit from the popup menu.

In the Group Policy Management Editor, in the left pane, navigate to
Computer Configuration - Policies > Windows Settings - Security
Settings and select Local Policies.

On the right, double-click the User Rights Assignment policy.
Locate the Manage auditing and security log right and double-click it. The
Manage auditing and security log Properties dialog will be displayed:

Figure 2: Manage Auditing and Security Log Properties Dialog

Manage auditing and security log Properties EE

Secuity Palicy Setting I Explain |

_q. Manage auditing and securty log

¥ Defing these policy settings:

Administrators

Add Uzer or Group... Hemaove

ak I Cancel | Apply |

Select the Define these policy settings option and click the Add User or
Group button. In the dialog that appears, type in the name of the user that
you want to grant this right to and click OK.

Open the command line interface: navigate to Start and type “cmd”.

Type the “gpupdate /force” command and press Enter. The group policy
will be updated.
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4. CONFIGURE AUDIT SETTINGS

For Netwrix Change Notifier for File Servers to collect data on changes, you must
perform the following procedures:

e Configure Object Access Audit
e Configure Audit Settings on File Shares

4.1. Configure Object Access Audit

For Netwrix Change Notifier for File Servers to collect data on changes, you must
define the audit policy settings for the Object Access event category.

To perform this procedure, you must be logged on as a member of the Administrator’s
group, or you must be granted the Manage auditing and security log right.

To enable audit settings centrally on all monitored servers, it is recommended to
create a Group Policy Object and assign it to the organizational unit where your file
servers are located. For instructions on how to create a Group Policy Object, refer to
the following Microsoft article: Create a new Group Policy object.

Procedure 3. To configure object access auditing

1. In the Group Policy Object, navigate to Computer Configuration = Policies =
Windows Settings = Security Settings > Local Policies = Audit Policy node.

2. Locate the Audit object access policy. Double-click this policy, select the
Define these policy settings option and select Success.

Alternatively, you can use the local policy as described in the following Microsoft
article: Define or modify auditing policy settings for an event category.

4.2. Configure Audit Settings on File Shares

Procedure 4. To configure the default audit settings on file shares

1. Navigate to the required file share, right-click it and select Properties from the pop-
up menu. The <Share_Name> Properties form will open.

2. Select the Security tab and click Advanced. The Advanced Security Settings for
<Share_Name> form will open.

3. Navigate to the Auditing tab, select the Everyone group (or another user-defined
group of the selected users granted special permissions) and click Edit. The Advanced
Security Settings for <Share_Name> form will open as a separate dialog:
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Figure 3: Advanced Security Settings

. Advanced Security Settings for Annual Reports | X]
Auditing |

To view or edit details for an auditing entry, select the entry and then click Edit.

Object name: \\localhost\Shared Reportsiannual Reports

Auditing entries:

Type Name Access Inherited From Apply Ta

Everyone Special \Wocalhost\Shared ...  This folder, subfolder...

add... Edit... Remoye

¥ Include inheritable auditing entries from this object's parent

I Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?

OK l Cancel I Apply I

Note: You can specify any other required user group, but in this case the current
version of Netwrix Change Notifier for File Servers will send you email reports with
warnings about the audit configuration. This will not affect the reporting
functionality and the product will only monitor user accounts that belong to the
selected group.

Select the Everyone group and click the Edit button. The Auditing Entry for

<Share_Name> dialog will appear.

Select the Success check-box for the following Access option: List Folder / Read Data.
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5. CONFIGURE NETWRIX CHANGE NOTIFIER FOR FILE
SERVERS

After you have installed Netwrix Change Notifier for File Servers, you need to enable
and configure file servers audit.

Procedure 5. To configure file servers audit
1. Navigate to Start > All Programs > Netwrix Freeware - Netwrix Change
Notifier for File Servers. The product configuration dialog will open:

Figure 4: Netwrix Change Notifier for File Servers Dialog

B8 NetWrix File Server Change Reporter [_ =] l

Reportz and auditz on file server access and delivers
== detailed information an a daily basis.

¥ Enable File Semver Change Reporter
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Edit
Femaove

[rpart...

i

Store data to: |C:\ProgramD ata' M etfiafrishhd anagement
Enable lang-term archiving far: |24 manth(z]

<1 "

Enable netwark traffic compression B

[~ Enatble large server support

MOTE: This optian iz recommended o speed up
proceszsing of file servers with 500 000 files or mare

™ File Yersion Contral [bazed on *olume Shadow Copy]
V' Attach the email reportz az a C5Y file

Advanced reporting [SEL SRS): Configure. ..

I

Email report deliverny settings

Fieport on modifications: Iadministratur@cnrp.lucal
FRepart on reads: Iadministratur@cnrp.lucal
SMTP Server Iu:u:urp.lu:u:al Part; |25

From addrezz: Iadministratur@curp.lucal Yerify

Additional product configuration: Advanced

Start Mefafris Enterprize Management Canszaole
with integrated reporting and zuppart far multiple
computer collections

il

Stark

Apply Cloze | Help

et more features in commercial wersion: more details.
Mare free productz at s, netwrix, com
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2. Specify the following settings and parameters:

Table 3:

Netwrix Change Notifier for File Servers Settings

Parameter

Instruction

Enable File Server Change Reporter

Enable this option to activate File Servers audit.

List of UNC paths to check for
changes:

Click the Add button and specify the UNC path to
the file share you want to audit.

In the Select file server platform, make sure the
Microsoft Windows option is selected.

Note: Auditing of EMC and NetApp Filer appliances
is not supported.

In the Select types of access you want to monitor
section, select Successful modifications and
Successful reads.

Note: Reporting on failed reads and modifications
attempts is not supported.

Enable long-term archiving for:

This option is not supported.

Enable network traffic
compression

Select this option to enable agent-based data
collection to reduce server load.

Enable large server support

This option is not supported.

File Version Control

This option is not supported.

Attach the email reports as a CSV
file

Select this option if you want audit information to
be attached to the Change Summary emails, instead
of being sent in the message body.

Advanced reporting (SQL SRS)

This option is not supported.

Report on modifications:

Specify the email address where reports on
successful modifications must be sent.

Report on reads:

Specify the email address where reports on
successful read attempts must be sent.

SMTP Server

Specify the SMTP server name for email delivery.

Port

Specify your SMTP server port humber.

From address

i

Specify the address that will appear in the “From’
field in the Change Summary emails.

Additional product configuration

Click the Advanced button to modify the default
Change Summary delivery schedule (3:00 AM) and
enable SMTP authentication and an implicit SSL
connection mode.

Start Netwrix Enterprise
Management Console

This option is not supported.

3. Save your configuration by clicking the Apply button. The Scheduled Task
Credentials dialog will be displayed.

4. Specify the account under which the product will collect audit data. Make sure
that the account has the required rights and permissions (see Chapter 3
Configure Rights and Permissions).

5. Enter and confirm the account password and click OK.

Note:
from the Start menu.

To change the settings later, launch the product configuration dialog
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6. MONITOR YOUR FILE SERVERS FOR CHANGES

When the product has been configured, it starts collecting data on file server changes.
By default, the data collection task is launched daily at 3:00 AM. If required, you can
launch the product scheduled task manually or modify its schedule.

6.1. Launch the Product Task Manually

Procedure 6. To launch the product scheduled task manually:
1. Launch Task Scheduler.

2. In the left pane, expand the Task Scheduler Library node. In the right pane,
select the task called Netwrix Management Console - File Server Change
Reporter - <your_computer_collection_name> (where <your_domain_name>
is the name of the domain you specified in the configuration settings).

3. Right-click the task and select Run from the drop-down list. Alternatively, use
the Run option from the Actions menu.

6.2. Modify the Product Task Schedule

Procedure 7. To modify the product task schedule:
1. Launch Netwrix Change Notifier for File Servers.
2. In the main configuration dialog, click the Advanced button at the bottom.

3. Inthe dialog that opens, modify the default schedule, click OK, and click Apply
in the main window to save the changes.

6.3. View a Change Summary

After the first data collection task has finished, an email will be delivered to the
specified address notifying you that the initial analysis has been completed.

After that, you can make test changes to your environment to see how they are
reported.

When the task is launched the next time (either automatically or manually), it detects
the changes made since the last data collection, generates and delivers the Change
Summary to the specified recipients. A Change Summary contains the following
information:

¢ Change type (Added/Removed/Modified)

e Resource type (share, file or folder)

e Server: the server that hosts the monitored share
e Resource path: the path to the monitored share

e Details (the modified properties and their before and after values)
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Below is an example of the Netwrix Change Notifier for File Servers Change Summary:

Figure 5: Netwrix Change Notifier Change Summary Example

) > > 3 jetWrix File Server Change Re mary Report - Message (HTML
o/
Message
3 . ~ F
* . ind
Nl ) x N H | & st vs- AL:J v ¥ N U
" - e —— - ! o Related = ¥
Reply Reply Forward Delete Moveto Create Other Blok Categorize Foliow Mark as Send to
to All Folderv Rule Actions~  Sender v Up~ Unread W Select~ OneNote
Respona Adions junk E-manl Optians Find Onehote
From; Reporter @netwrix.com
To: John Doe
Ce
Subject: NetWrix File Server Change Reporter: Summary Report
hange analysis completed successfully
More reports are available at http://nyw31/Reports$SOQLExpress.
The following changes were detected in your file server(s
Change Resource When (hanged Who Changed Server Resource Path Details
Type Type
Added Share NETWRIXUDoe v30 \Program none
fie Folder NETWRIX esn 3 \Publ ocuments\Accounting Permissions: Added: Permissions: £
Attributes, Creste Folder/Append Datd
Data)'
Addec File NETWRIXUGreen nyw3 \Pu Tex none
Do
Rem e Folder NETWRIX een Public Documents\Regulatior one
File Server Changes Summary
File Server Objects Added 2
File Server Objects Removed 1
File Server Objects ed 1
This is an automatically generated message from NetWrix File Server Change Reporter, Please visi etwriccom for more products and updates,

6.4. Generating an On-Demand Change Summary

You can generate Change Summaries for a specific period of time using the Report
Viewer tool.

Note:

Procedure 8.

1.

The product allows you to generate a summary of changes collected
within the last 2 days only.

To generate an on-demand Change Summary

Navigate to Start > All Programs - Netwrix Freeware > Netwrix Change
Notifier for File Servers - Report Viewer. The following dialog is displayed:

Page 13 of 14
Copyright © 2014 Netwrix Corporation. All Rights Reserved
Suggestions or comments about this document? www.Netwrix.com/feedback



http://www.netwrix.com/feedback

Netwrix Change Notifier for File Servers Quick-Start Guide

Figure 6: Report Viewer Dialog
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Select the file server from the drop-down list, the type of data, and the time
range you want to generate the report on.

Click Generate. The Save as window appears allowing you to name your report
and select the location for it. Click Save.

The Change Summary is saved locally in the HTML format and displayed in your
default web browser.
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